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Network Forensics Overview

e Network forensics

— To study attack behavior, network incoming and
outgoing traffic is investigated.

— Hackers / invaders leave trail behind

e Define the reason of malicious traffic in the
network.




Secured the Network

* Layered network defense strategy
— OSl layers

* Defense in depth (DiD)

— There are 3 protection strategies:

People Technology  Operations
(hiring and (firewalls, (patches,
treatment) IDSs, etc.) updates)
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Secured the Network (cont.)

* Testing both networks and servers is important

* Forensic investigator should regularly update
his knowledge about the recent methods and
strategies of hackers.

— What kind of methods local attackers use to
penetrate networks




Performing Live Acquisitions

* Live Acquisition is suitable when dealing with
active hackers.

* Live acquisition is necessary to capture
possible data/evidence before taking a system
offline.

— Hackers may leave evidential data only in running
system or RAM

* Live acquisitions don’t necessarily practice
standard procedure of forensics
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How to Perform Live Acquisitions

A network drive is ideal as a place to send the information you
collect; an alternative is a USB disk

The next step varies: search for rootkits, check firmware, image the
drive over the network, or shut down for later static acquisition.

Be sure to get a forensic hash value of all files you recover during the live
acquisition
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Performing a Live Acquisition in Windows

Tools of capturing RAM data




Developing Standard Procedures for

Network Forensics

e Standard procedure

. At all times use a standard installation image for a network or systems

. After an attack occurring, close any gateway
. Try to recover all volatiledata

. Acquire all compromised drives

Compare files on the forensic image (image copy) to the original
installation image




Developing Standard Procedures for

Network Forensics (cont.)

 Computer forensics

— Investigate the copied image in order to discover if
there is any change on the content.

* Network forensics
— Restore disk drives to recognize hacker’s violence.

* Practice strategy of quarantined system

— Make sure to prevent malicious software to affect
other systems




Reviewing Network Logs

* Monitor inbound and outbound packets at:

Servers

Routers

Firewalls




Reviewing Network Logs

* Many tools can be used to investigate traffic
— Such as Tcpdump tool.

e Attackers have open targets

— Disclose information about other companies may
put them at risk of attack




Using Network Tools

* Sysinternals

— A collection of open source tools for investigating
Windows products such as:

— RegMon
— Process Explorer

— PsTools




Using Packet Sniffers

* Packet sniffers
— Hardware or software to monitor network packets.
— Typically applied at layer 2 or 3 in OSI model.
— Format is similar to PCAP

— Packet headers can be inspected to identify some
of network packets by inspecting the TCP flags
fields.
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